CompanyContactManagement& Registration
Selfinsurance Plus (SIP)

Both pivate selfinsured employergS) andnon-private self-insured Non-Sl)companies
(insurance companies, local public entities, or peajgsoup WC/intergovernmental/nefor-
profit) have a role in the SIP Portal. Company registration is for the person within your
company who is responsible for setting up your organization withensystemand managing
companycontactswho haveSIProlesand permissionsin SIPwe refer to this individual as a
Company Admin, regardlesssafif-Insurancestatus.

Onceyour companyis establishedn SIPthe CompanyAdmincan add contacts,assign
roles/permissions, and send invitations to register, all within the system.

ProfileandContactManagement

Portal users wittCompany Admipermissions manage their company profile within SIP.
CompanysStaffcanaccessole specificfeaturesof the portal but cannotinvite usersto join SIP
Alluserscanmanagetheir specificcontactinformationin the portal. If someones working for
multiple separatecompanies, do not register in the SIP system. Please contact the IWCC
immediatelyfor assistance setting up the account; this is referred to as a multpbenpany
contact andrequires special attention from the IWCC.

To access the contaoptions, there is a drop
downarrowto the right of theloggedinu s e r
name. Click this arrow to access tGentact Contact Profie
Profile, Company Contacts, Company Details, Shlig e
and theSign outoption, which is used to log
out.

A | Profile: Harrison Health Clinic |

Company Details

Self-Insurance

Sign out

Theinformation containedwithin this drop-
downallowsa CompanyAdmin,whether Slor Non-Sl,to managecompanyuserswithin the SIP
system The Company Admin has the responsibility of setting up the company within SIP. They
establish themselves within the system

and generate company contacts, assig

roles to each contact, and send an

invitation to each to join the SIP system.
Thisinvitation goesout in the form of an

email. The Company Admmustselect
contacts specifically fahe roles of

primary, secondarygndassessment
contactsfor the company.
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ContactProfile

The contact profile provides information about the logged in user of SIP. As shown, contact
name,companyname,addressandphonenumberaredisplayed Everythingwithin the first
sectionof the screenshobelow canbe updatedby the user,exceptfor the emailaddress If

edits are made, clickave & Clos® save changes.

Thecompany profileassociated with the contact is displayed tfis case, Harrison Health
Clinic.)Belowthe profile isthe webrole(s)for the contact.JaniceSmithisa SICompanyAdmin.

Contact Profile

First Name * Middle Initial Last Name *

| Janice | | | | Smith |
Company Name *

| Harrison Health Clinic |
Title *

| CEQ |

Phone * Phone Extension Mobile Phone

| (217) 206-4216 | | | |

Email *

mecdfad 1+harrisonhealthclinic@gmail.com

Street Address 1 * Street Address 2

| 675 South Main Street | | |
City * State * Zip *

| Springfield | | I | | 62629 |

Company Profiles

Profile 4
Web Roles
Name 4
SI Company Admin
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CompanyContacts

Selectingcompanycontactsfrom the drop-down menutakesyouto a screenthat allowsyouto
manageall the usersfor the company(if you area CompanyAdmin).If you are a companystaff
contact, you have viesgnly access to company contacts.

The CreateNew Contactbutton allowsa CompanyAdmin to add companycontacts to the SIP
portal. ClickCreate New Contact.

Company Admins: If you are aware that a contact you are adding works for another company OR the registration fails because of a duplicate email address, please use the "Confact
Us" link below to have us add that person to your company.

Search Contacts | Q, Create New Contact |

Full Name Email Phone Web Roles Responsibility Status
Carlos Hernandez mcdfad+Carlos@gmail.com (217) 206-5175 Sl Company Admin Sl and Assessment Active
Johnny Smith medfad1+johnny@gmail.com (217) 206-1255 51 Company Staff Assessment Active

TheCompanyAdminfills out the AddCompanyContactform to add new usersandclicksSave &
CloseThis form is used to add one contact at a time to the company profile.

Add Company Contact

First Name * Middle Initial Last Name *
Title * Responsibility =
| | v
Company Name *
Phone * Phone Extension Mobile Number
Email * Is the Contact Address different from the Company
| | Address? *
® Nog O ves

Save & Close
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Once thecontact has been added to SIP, click the deasmow to the right of the added user.
Optionsallowyouto sendaninvitation, disablethe contact,give/removeadminrole, and
give/remove staff role. When you make a selection, a success messagppeiar letting you
know an action was taken on the specific contact. Oivebd Roleand Responsibilithiave been
set for the new contactselect &ndInvitation for them to join SIP.

Company Contacts

Company Admins: If you are aware that a contact you are adding works for another company OR the registration fails because of a duplicate email address, please use the "Contact
Us” link below to have us add that person to your company.

Search Contacts Q Create New Contact

Full Name Email Phone Web Roles Responsibility Status
Carlos Hemandez [217) 206-3173 Sl Company Admin Sl and Assessment Active
Johnny Smith ail.com [217) 206-1255 SI Company Staff Assessment Active
Disable
first name [111) 222-3333 SI Company Staff Sland Assessment Active | Give Admin Roe
Alan Session Two (1111 Sl Company Admin Sl and Assessment Artive | Give Staff Role
Remove Admin Role
Jznice Smith medfad +harrisonhealthdinic@gmail.com  (217) 206-4216 SI Company Admin S| Active | remove stafr role

CompanyDetails

Selectingcompany detail$rom the dropdown displays company information,
primary/secondary/assessment contact information, as well as any subsidiaries/affiliates
related to the parent companysee screenshdielow. Theonly changeghat can bemadeon
this screeninvolvecontacts.Clickan Xto deletea contactandclickthe magnifying glass to

search for the replacement contact. Ensure the replacement contact already exists in SIP or

they cannot be added to this screen. Once updates are made Stlimkit,and the changes
will be submitted into SIP and to the IW@1e: changs to these contactare advised before
completing a renewal applicatiaor an assessment.

Company Details
Company Name
Harrison Health Clinic

Street Address 1 Street Address 2

675 South Main Street

city State zip
Springfield 6262
Primary Contact * Secondary Contact Primary Contact for Assessments *

Carios Hemance: Dominaue Francon Janice Smitn

Subsidiary/Affiliates

Self-Insuret d
Self-Insured Terminat tion Street Street
Legal Name FEIN 4 Effective Date Date Status Reason Address 1 Address 2 City State Zip
Harison Litte  61-9971616 Current- Active 355 Medica Springfied Il 60629
Ciinic Way
Harrison Medical ~ 67-1421426 Current - Active 852 Springfield 1l 62629
Center Corporate
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Portal Registration

If youare acurrent or formerlllinois

approvedprivate selfinsurer,or an Should I Register for SIP?
insurance companyocalpublic entity,

Use of the Registration link on the SIP Portal page is only

or group pool receiving assessments for initial onlineregistration of a Company Contact
you do not need to register in SIP. You representing either:
will be receiving an invitation fr_ortlne A. A Company not currently Sétfsured and
State ofillinois.Youwill clickthe link initiating the processof applyingfor the Self
within the email,establisha password, Insurance privilege, or _
create two levels of authentication . A Company not a"ead?fl'su?redb‘:‘_"th “;_‘t? Iwce
. . asaninsurancecompany, local public entityor

(for security purpoges), and log into e Ealeeelin Deai IEe
SIPIf VO_Ufa" Into either of these requirements to receive and pay IWCC
categoriessKip to page 7. Assessments.

o ] ] . The registration of ALL other Company Contacts is
Fora f'rSH'me reglstratlon,nawge_lte_ initiated by aregistered SIP Company Administrator or
to the self insurance portal by clicking IWCGstaff. If you haveanydoubt aboutthe advisabilityof

https://iwccsip.dynamics365portals.us. using the Registration link, please contact the IWCC at
The link brings up the SIP portal page. wecc.selfinsurance@illinois.gov

Inthe top-right corner of thescreen,
clickRegister

Illinois Workers’ A
Compensation | Signin

Commission

Welcome to the IWCC Public Portal for Self-Insurance and Assessments

Aregistrationscreenappears andyou mustprovidecompanyand contactinformation. Prepare
to provide theFEINand Company Typselection pertinent to your registration. The system
requires thesame information for Private Sdlisured Companies as well as Insurance
Companies, Local Public Entities, and RGotsup WC/Intergovernmental/NeforProfit
Companies for registration purposes.
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An email address and phone number arerequred r c ompany
addresdiffersfromthe c o mp aaddressselectthe yesbutton andadditionaladdresdields
display to capture this information. Notice the red asterisks next to certain fields in the

screenshothat follows. Theseare mandatoryfieldsand mustbe filled in before submittingthe
registrationrequest.Thesystemwill displayan error messagendpreventregistrationif all the

contact s.

mandatory fields have not been completed.

Note: If your email addresss alreadyregisteredin the SIPsystem youwill receivean error
message. Please contact the IWCC to continue with the registration process.

Company Information Contact Information
Company Nam First Name *
FEIN * Middle Initial
Company Type * Last Name *
v
Private Self-Insured Employer Title *
Insurance Company
Local Public Entity
Pools-Group WC/Intergovernmental/Not-For-Profit
Street Address 2 Phone *
City * Email Address *
State * Is the Contact Address different from the Company Address? *
O No O Yes
Enter this
Zip* code into
the text box
below Is the Contact Address different from the Company Address? *
JNo @ Yes
hGT_SEﬁ_—B?FE Contact Address Information
A P S o ST N T Contact Street Address 1*
Generate a new magg'
Pyt oo
I:lEn ler the code from the image Contact Street Address 2

Enter the code in the box and click the submit

button at the bottom of the screen Pleasaenote
that the code is not case sensitive, so

capitalization is not an issue. You may select a

newimageif you havetrouble with the first one
by clickingGeneratea new imageYou mayselect thePlay theaudio codeoption to listen to
the codeandenterit into the box. A successnessages presentedupon clickingSubmit and

the IWCC SIP team will review the registration information. Alléblisiness days for the
IWCC to set up the account.

Contact City *

Contact State *

Contact Zip *
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lllinois Workers'
Compensation Register | Signin

Commission

SIP Home > New Registration
New Registration

Thank you for submitting your registration request for the electronic system to complete Assessments and Office of Self-Insurance documents. An IWCC staff member will process
your request and send an email asking you to complete your account setup within 1-2 business days. Please monitor your email’s inbox and spam folders. For any questions or
concerns, please contact wcc selfinsurance@illinois.gov.

Oncethe IWCChassetup your SIPaccount,youwill

".LQNO'SAgov receive an email from lllinois.gov that contains a
button to Activate Okta AccounClick the green
button to activate your accouniNote that the link
expires in 7 dayslf you fail to activate the account
within 7 days, please contact the IWCC at
wcec.selfinsurance@illinois.gdor assistance.

State of lllinois - Preview Workforce

Once you click the activate button, a new page asks
you to create a password and confirm/repeat the
il s sl password. There are requirements for the password,
andthoseare listed on the screefor your
convenienceYou will receive an error message and
Actvae Okta Account will not be ableto finalizeyourregistrationrequestif

the password requirements are not met.

After you createand confirm your password, thewre two additional, optionasecuritycriteria

you may use to reset or unlock your account. The first option is to add a phone number for the
occasion that you need to reset your password or unlock your acaming SMS. Click thedd
PhoneNumberbutton. Besureto usea phonenumberthat is easilyaccessiblevhenregistering

in SIP.Onceyou enter your phonenumberinto the boxand clickthe SendCodebutton, you will
receive a code via SMS.

e Add a phone number for resetting your password or unlocking your

account using SMS

© Add Phone Number

Country [United States v]

Phone number
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Checkyour phoneto retrieve the passcodeand
enter it into the text box. ClickVerify, then click
Done

Forgot Password Text Message

You also have the option to selé¢vice Call morcose [ || v
Verification.This allows you to enter your phone ﬁ

numberandto receiveaphonecallandcode. Click o

the Add Phone Numbdiutton.

Enteryour phonenumberinto the text box. Entera phoneextension,f applicable Besureto
have the phone accessible as you will receive a call promptly. Click Call.

Country [United States ~

Phona number 18502988831

country code prefix

Extonsion

Enter the code you receive via phone call into the text box and\é&city.If the code is
correct,youwill geta messagdasshownbelow) successfullyerifyingthe phonenumber.Click
Done.

Set Up Voice Call Verification X

Enter code 40572 Vertfy

|
‘ Click Done to finish setup.

Thelastitem on this screenrequiresyouto pickanimagefor your OKTAaccount.Whenyou
have made your selection, click teate My Accourtiutton shown in the following
screenshot.
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Click a picture to choose a security image

Create My Account

ILLYNOTS cov The next screen shown is an lllinois.gov webpage that
requires you to set up multifactor authenticatiolt.is
recommended to select two methods of
authentication. This is an added layer of security for
youandisonlyrequiredat initial setupof youracount.
Note: If you select Okta Verify or Google
Authenticator, you need to download those apps to

your mobile device beforehand.

(c]

You have the option to sele@kta Verify a push
notificationto the mobileapp.If youchoosethis one,
clickthe button andselectiPhoneor androidfor your
phonetype. ClickNext(be sureto downloadthe Okta
Verify from the App Store or Google Play Store onto
your mobile device).

0

o

If you select the5oogle Authenticatooption, click the
setupbutton, selecthhoneor androidfor your phonetype. ClickNext(be sureto downloadthe
Google Authenticator from the App Store or Google Play Store onto your mobile device).

TheSMSAuthenticationoption promptsyouto enter your phonenumber(includingareacode)

andclickSendCode.Youwill receivea text messageontaininga code. Typeyour codeinto the
Enter Codéox on the screen and clidkerify.
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TheVoice Call Authenticatiooption prompts you for your

phonenumber.Onceyou enter your phonenumber,clickthe | ILLNOIS gov
Callbutton. You will receive a phone call, and you will be

given a code number. Enter the code number into the box °
and clickVerify.

Another option is to select ecurity QuestiorClick the
setupbutton, and you are presented thi a dropdown of
optionsto choosefrom. Selecthe questionyou prefer, type
the answer in the text box provided, and cl8ave.

Note:Newmultifactor authenticationmethodsmaybe added

in the future.

ILLENOIS gov

a ’

d—
<

Setup secret question authentication

On the next screen, you have the option to sélebich
of your authentication factors you wigb use to log into
SIPClickinghe down arrow will allowyouto switch
from one authentication factor to another.

Select an authentication factor
& SMS Authentication

o Security Question

[T Do not challenge me on this device for the

next 5 minutes

Pleasenote, the imageyou selectshowsup after youlog
in successfully the firgime. It will not appear
immediately after selection.

Once your selections are complete and your account has
beenverified, clickthe Finishbutton at the bottom of the
screen. You have completed the process and have an

OktaAccountthroughlllinois.gov.Youaretakento anlllinois.gowvebsitedisplayinghe SIP
button you will use to access the portal. Click this button.

| LL‘ NO |S.gov Q [search your apps

A MyApps
Work

Add section @

‘ Motifications

mm Add apps

My Apps

Work

o

IWCC 8IP

@ Add section
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You are taken to the SIP portal. Click 8ign inbutton on the top right of the screen. The
Terms and Conditiorfer the portal may be found by clicking the blierms and Conditions
link. Onceyou havereadthe termsand conditions,clickthe boxnextto | agreeto theseterms
and conditionsand clickContinue.

llinois Workers'
Compensation Register || Sign in
Commission

Terms and Conditions

| agree to all the Terms and Conditions

[ | agree to these terms and conditions

Contact Us | Help Terms & Conditions | & IWCC

Youarenow aloggedin portal userin the SIPsystem.The
next time you navigate to the SIP portal, simply cBan ILLENOIS cov
in, enter yourUsernameand Passwordand clickSign In.
The image you selected as part of the authentication @
process shows up in the sign in box once your usernam "
has been identified.

Signin

Username

Youwill be promptedfor nextlevelauthentication.In the
following example, a security question is presented, typ
the response into the answer box, and chdrify.

mcdfadl+johnsebastianconey@gmail.com

Password

Remember me

ILLENOIS gov

Sign In

o Need help signing in?

Security Question

Where did you go for your favorite
vacation?

—

Registratian is completeand you are loggedinto the SelfinsurancePlusweb portal.
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Forgotten Password/PassworReset ILL§NOIS cov

If you forget your password to log into the portal, you will use
Oktato resetyour password After navigatingo the SIPportal,
clickSign InNotice on the screen there isNeed help signing
in?question. Click this sentence, as it is a link to help you
retrieve your password.

Sign In

Username

Password

Sign In

Clickinghis link opensoptionsto assistyou. Forthis example Jet usretrieve the pasword.
ClickForgot password?

ILLENOIS gov

SignIn

Username

Password

Sign In

Onthis screenenter your emailaddressand selectone of the mechanismgyou originallysetup
to reset your password.et usselectReset via Emdibr this example. Enter your email address
and clickReset via Email.
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ILLONOIS gov

Reset Password

Email or Username

SMS or Voice Call can only be used if a mobile
phone number has been configured

Reset via SMS

Reset via Voice Call

Reset via Email

Back to signin

Asuccessnessages displayedetting youknowan emailhasbeensentto you. ClickBackto
sign in,as shown below. The email you entered is displayed inrtassage to allow you to
verify for typographical errors (in case you do not receive the email from Okta.)

ILLENOIS gov

Email sent!

Email has been sent to
siplustesting+johnhamptonlCA@gmail.com
with instructions on resetting your password.

Back to sign in

NOTEIf youare unableto resetyour passwordpleasereferto the originallllinois.govemailto
FOOSaa &2 dzN) 2-iNBabeyaidbllowvitheZngtiQciionsitd dhiy access to your
account. See aexamplebelow.
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Click the following link to activate your Okta account:
Activate Okta Account
This link expires in 7 days.

Once the account has been activated the link in this email will no longer work and you will need
to access your application by going to https://illinoisgov.oktapreview.com

Your username is siplustesting+johnhamptonlGA@gmail.com

Your organization's sign-in page is https://illinoisgov.oktapreview.com

If you experience difficulties accessing your account, you can send a help request to your system
administrator using the link: https://illinoisgov.oktapreview.com/help/login

This is an automatically generated message from State of lllinois Okta. Replies are not monitored or

answered

Thenextstepisto checkthe emailaccountof the addressyou suppliedto Okta ClickReset
PasswordNote the link expires in 4 hours.

ILLYNOIS gov

State of lllinois - Preview Workforce - Okta Password
Reset Requested

Hi John,

A password reset request was made for your Okta account. If you did not make this
request, please contact your system administrator immediately.

Click this link to reset the password for your username,
siplustesting+johnhamptonlGA@gmail.com.

This link expires in 4 hours.

If you experience difficulties accessing your account, send a help request to your
administrator:

Go to your Sign-in Help page. Then click the Request help link.
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Thenext screen prompts you to create a new password.
Criteria are listed to create a successful and safe passwo
for your account. Create a new password, repeat it for
confirmation,andclickResetPasswordYouwill proceedto
sign into your account and scessfully log into SIP.

Final Notes on Registratior®nce registered, noprivate
seltinsuredcompanies will not be able to add subsidiaries
or affiliates from the portal. Contact the IWCC via email a
wcc.selfinsurance@illinois.gder assistance. Include the
CompanyName,StreetAddressCity,State,ZipCode FEIN,
and the Company Type (insurance Company, Local Publi
Entity, or Pools&sroup WC/Intergovernmental/Nédtor
Profit) so the IWCC can add the correct subsidiary/affiliate
information into your profile. You may also click

the ContactUslink on the bottom of the SIPportal screens
to access the IWCC email address.

Finally to reiterate, if you are acontact formorethan one
companyregisteredin the SIP system, please email the
IWCC SIP team @atcc.selfinsurance @illinois.gder
assistance in setting up your account.

ILLONOIS gov

Reset your Okta password

New password

Repeat password

Reset Password
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